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United States Postal Inspection Service 



Office of Counsel 



March 9. 2006 



Mr. William P. Farley 

Karl & Tarone 

900 17th Street, NW, Suite 1250 

Washington. DC 20006-2517 

RE: FOIA No. 2006-FPIS-00133 

Dear Mr, Farley: 

This is in reference to your letter dated February 1, 2006. requesting, pursuant to the 
Freedom of Information/Privacy Acts, access to certain records that may be in the custody of 
the U.S. Postal Inspection Service regarding the USPS News Link article "4 Dropped PIN." 

In response to your fax of March 6. your initial FOIA request dated February 1, 2006. was 
received by the Inspection Service's FOIA staff on March 1, 2006. The FOIA states that. 
"Until an agency (or the proper component of that agency) receives a FOIA request, it is not 
obligated to search for responsive records, meet time deadlines, or release any records." 
On March 3, our office sent you an acknowledgment letter informing you of our delay in 
processing your request due to the time involved in conducting a search for responsive 
records of any format (electronic, paper format, etc.). 

A search of Postal Inspection Service files disclosed no investigation was conducted 
concerning this subject. In addition, I have been advised by Postal Inspector John Soos that 
he was not involved in the creation of the article and has no records (electronic or paper) 
pertaining to the creation of the article. 

In the event you treat this letter as a denial of your request for records, you have the right to 
appeal this denial by writing to the Chief Counsel, Customer Protection and Privacy, U.S. 
Postal Service, 475 L'Enfant Plaza, SW, Washington, DC 20260, within 30 days of the 
date of this letter. The letter of appeal should include a statement about the action or failure 
to act being appealed, the reasons why it is believed to be erroneous, and the relief sought, 
along with copies of your original request, this letter, and any other related correspondence. 

Sincerely, 



M. R. Baxter 

Information Disclosure Technician 

Enclosure 



1735 N, LYNN STREET. ROOM 4039 
ARLINGTON, VA 22209^039 

TELEPHONE: 703-292^41 
FAX; 703-292-4083 
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FREEDOM OF INFORMATION ACT 



APPEAL PROCEDURE (Title 39, Code of Federal Regulations, Part 265) 

If a request to inspect or copy a record is denied, or a request for expedited 
processing of a request, is denied, in whole or in part; if no determination is made 
within the period prescribed by this part; or if a request for waiver of fees is not 
granted; the requester may appeal to the Chief Counsel Customer Protection and 
Privacy. U,S. Postal Service. 475 LTnf ant Plaza, SW, Washington. DC 20260. 

The requester shall submit his appeal in writing within 30 days of the date of the 
denial or of the other action complained of, or within a reasonable time if the appeal 
is from a failure of the custodian to act. The Chief Counsel may, in his discretion, 
consider late appeals. 

In the event of the denial of a request or of other action or failure to act on the part 
of a custodian from which no appeal is taken, the Chief Counsel may, if he 
considers that there is doubt as to the correctness of the custodian's action or 
failure to act, review the action or failure to act as though an appeal pursuant to 
this section had been taken. 

A letter of appeal should include, as applicable: 

a. A copy of the request, of any notification of denial or other action, and of 
any other related correspondence; 

b. A statement of the action, or failure to act, from which the appeal is taken; 

c. A statement of the reasons why the requester believes the action or failure 
to act is erroneous; and 

d. A statement of the relief sought. 



ACTION ON APPEALS 

The decision of the Chief Counsel or his designee constitutes the final decision of 
the Postal Service on the right of the requester to inspect or copy a record. The 
decision will normally be made within twenty working days from the time of the 
receipt by the Chief Counsel. The twenty day response period may be extended by 
the Chief Counsel or his designee for a period not to exceed an additional ten 
working days when reasonably necessary to permit the proper consideration of an 
appeal, under one or more of the unusual circumstances set forth in part 265.7. 
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Exhibit D 



JOHN F, KARL. JR' 
C. MICHAEL TARONE* 
WILLIAM P. FARLEY*t 

^ ALSO ADMITTED IN NY 
r ALSO ADMITTED IN MD 
^ ALSO ADMITTED IN FL 
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LAW OFFICES 

Karl & Tasone 

A PARTNERSHIP CONSISTING OF PROFESSIONAL CORPORATIONS 

SUITE laso 
BOO SEVENTEENTH STREET. N. W. 

WASHINGTON. D.C. 20006 



(20E) 293-3200 
FAX: (202) 429-185 1 



March 15, 2006 



VTA FACSIIVIILE (2021 292-4083 

M.R. Baxter 

Information Disclosure Technician 
United States Postal Service 
1735 N. Lynn Street, Room 4039 
Arlington, Virginia 22209 



RE: UAF FOIA REQUEST OF FEBRUARY 1, 2006 



Dear Ms. BaxteniF • '>h/\ >«)>-|,0'- • 

It was a pleasure speaking with you on the phone today. As I explained. United 
America Financial, Incorporated, ("UAF") requests reconsideration of the denial to 
deny documents requested by UAF pursuant to the applicable federal regulations. On 
February 1, 2006, UAF submitted a request in accordance with the provisions of the 
Freedom of Information Act (FOIA), 5 U.S.C. 552, and the Postal Service's 
regulations implementing the FOIA at 39 CFR 265.1 through 265.9 or the Privacy 
Act, 5 U.S.C. 552a and the Postal Service's regulations implementing the Privacy Act 
at 39 CFR 266.1 through 266.9 in order to be provided with certain information 
pursuant to the above laws. 



iLi 
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M.R. Baxter 

Information Disclosure Technician 

United States Postal Service 

March 15, 2006 

Paee 2 



More than 20 business days later, on March 6, 2006, UAF received a response 
that "There will be a delay in responding to your letter as we are in the process of 
conducting appropriate file searches pertaining to your request/' 

The FOIA provides, among other thmgs, that: "[El^ch agency, upon any 
request for records which (i) reasonably describes such records and (ii) is made in 
accordance with published rules stating the time, place, fees (if any), and procedures 
to be followed', sKall make'the records promptly available to any person." 5 U.S.C. § 
552(a)(3)(A). 

The FOIA creates a judicially-enforceable public right of access to government 
agency documents. 5 U.S.C. § 552. "The [FOIA] adopts as its most basic premise a 
policy strongly favoring public disclosure of information in the possession of federal 

2igtnciQs^\ Maj^ipQpQyduduko^^^ 108 F.3d 1082, 

1085 (9th Cir.1997). A government agency may only withhold a document, or 
portions of a document, if the material falls within one of nine statutory exemptions 
Usted in 5 U.S.C. § 552(b)(l)--(9). See id. As FOIA is founded upon a policy of 
broad disclosure of government documents, the statutory exemptions "must be 
narrowly construed." Lion Raisins Inc. v. United States Dep't ofAgric, 354 F.3d 
1072, 1079 (9th Cir.2004) {quoting John Doe Agency v. John Doe Corp., 493 U.S. 
146, 152, 110 S.Gti471i 107 L,Ed.2d 462 (1989)). 

r\^ Ai'of/^V* O Onn^ fVia TT^-iifoi^ Qfo+^c PnctQl Tncr\tfar»fir\vi Q^T-irir»fi /""P/^c + ol 

Service") responded to UAF's February 1, 2006 request and denied any responsive 
documents existed. Specifically, the Postal Service responded that the Postal Service 

"V»!»c nr\ Tf^nrtrAc /'<»l*»f'trr»r»ir» f\r r»cir\f»r^ npr+ainina tn thp rrpntinn of tVip nrtirlp " 



V I J , / 



/l,itiii .-'/( 'J 



UAF requested all information concerning the document they attached to their 
request (the "Document") to the Postal Service. The Document has been published 

Page -2- 
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M.R. Baxter 

Information Disclosure Technician 
United States Postal Service 

March 15,2006 

Pane 3 



in various forms at: https://liteblue.usps.gov/news/link/2006jan27.htm and 
http://wuw,postalwatch.org/. UAF requests documents that were used to create this 
web page, were provided to the person creating the web page, and all documents that 
w^ere considered prior to publishing the web page. 

UAF requested all supporting documents to the document, all investigative 
documents for the Document. UAF requested all investigative notes for this 
Document and the date those notes were created. UAF requested that they be allowed 
inspection anj^.copying of the public records, including, but not limited to letters, 
correspondence, tape recordings, notes, data, memoranda, reports, email, computer 
source and object code, technical manuals, technical specifications, or any other 
materials, held by the Postal Service. 

UAF requested all drafts of documents containing ''UAF" and "Nigerian" and 
"identity thieves" which were created during January 2006. 



: 1 



UAT inibrmed ihe Posiai Service ihai posiai worKers/inspeciors in Cleveland, 
Ohio have information conceming the requested information. UAF also informed the 
Postal Service that postal employees such as Barbara Simone, (724) 327-4462, 3263 
Woodhaven Drive, Murrysville, PA 15668 has information conceming the decision 
to inform people that UAF was composed of "Nigerian Identity Thieves." 

UAF also infonned the Postal Service that Postal employees TERENCE C. 
SULLIVAN 3157 Falmouth Road Shaker Heights, Ohio 44122-2844; LARRY 
JONES 2400 Orange Avenue Cleveland, Ohio 44101-9997; and DEBBI EPPS, 4259 
Quarry Road New Albany, Indiana 47 1 50-9237 are each likely have information that 
has been requested by UAF. Specifically, they will have documents from and 
conceming UAF employees, including Kwame Floyd. 



Page -3- 
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MR. Baxter 

Information Disclosure Teclmician 

United States Postal Service 

March 15,2006 

Pase 4 



UAF appeals the Postal Service's decision not to search for documents, 
interview their employees and provide the documents to UAF as is required under the 
FOIA. UAF asks that the information they requested be produced immediately, 

UAF understands that disclosure of investigation documents are limited only 
to the extent that the production of such law enforcement records or information 
**could reasonably be expected to constitute an unwarranted invasion of personal 
privacy" or could reasonably be expected to "disclose the identity of a confidential 
source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case of a 
record or information compiled by criminal law enforcement authority in the course 
of a criminal investigation or by an agency conducting a lawful national security 
intelligence investigation, information fumished by a confidential source." 5 U.S.C. 
§ 552(b)(7)(G) &^D); Wiener v. FBI, 943 F,2d 972, 983-84 (9th Cir.1991). Before 
the USPS may invoke these exemptions, the government has the burden of proving 
"the existence of such a compilation for such a purpose." John Doe Agency v. John 
Doe Corp., 493 U.S. 146, 152, 110S.Ct.471, 107 L.Ed.2d 462 (1989), 

If any documents are withheld, the USPS "must provide non-conclusory 
reasons why disclosure would risk circumvention of the law," (holding that the 
Securities and Exchange Commission failed to present specific evidence that 
disclosure of agency records related to the Commission's investigation of plaintiff 
deal-brokers and their business would result in the circumvention of federal securities 
laws) Feshbach v. Sees. andExck Comm'n, 5 F.Supp.2d 774, 788 (N.D.Cal.l997). 

We ask that the requested documents be immediately disclosed. UAF agreed 
to pay all reasonable fees for these documents up to $200. 

Please provide all documents and email correspondence as they are found, 

Page -4- 
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M.R. Baxter 

Information Disclosure Technician 

United States Postal Service 

March 15, 2006 

Page 5 



including the correspondence provided to the web master for www.postalwatch.org 
and w^vw. liteblue.usps.gov. These documents should be readily available in 
electronic format and easily found. 



Thank you. 



Sincerely, 



/s/ 



William P. Farley 



cc^ United America Financial, Incorporated 



Page -5- 
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MAhJAGER 

Compensation 

UNITED SmtES 

POSmL SERVtCE " ^~ ~^ 



March 22, 2006 Certified #7099 3400 0009 5110 2648 

William P. Farley, Esquire 

Law Offices Karl & Tarone 

900 Seventeenth Street, N.W.. Suite 1250 

Washington, D.C. 20006-2517 

Dear Mr. Fariey: 

This responds to your letter of February 1 . 2006, addressed to Robert Faruq, the fomier Records 
Officer, in which you request, under the Freedom of Information Act (FOIA), all documents 
created during January 2006 that resulted in the publication of an identity theft warning in the on 
line U.S.P.S. News Link of January 27. This letter does not respond on behalf of the U.S. Postal 
Inspection Sen/ice, to which your letter was also addressed. 

This office identified eleven pages of records responsive to your request. Six pages are attached. 
Portions of one page have been redacted on the basis of FOIA Exemption 2, which protects 
information related to the internal practices of an agency that is of a trivial nature of little or no 
public interest; Exemption 3 in conjunction with 39 U.S.C. § 410(c)(2), which protects information 
of a commercial nature that would not be disclosed under good business practice; Exemption 5, 
which protects infomriation that would be privileged in the context of civil litigation; and Exemption 
6, which protects information that would constitute a clearly unwarranted invasion of personal 
privacy. In addition, five pages have been withheld in their entirety on the basis of those same 
Exemptions. The redacted material and documents withheld in their entirety contain internal 
communications containing drafts of the Link notice, individuals* names, and recommended 
courses of action for employees who may have disclosed personal information outside the Postal 
Service. 

You have the right to appeal this response by writing to the Chief Counsel, Customer Protection 
and Privacy. United States Postal Service, 475 L'Enfant Plaza SW. Room 6138, Washington DC 
20260, within 30 days of the date of this letter. The letter of appeal should include a statement 
about the action or failure to act being appealed, the reasons why it is believed to be en-oneous, 
and the relief sought, alorrg with copies of your original request, this letter, and any other related 
correspondence. 

Sincerely, 




lie S. Moore 
ndosures 



ilhmjL 



cc: Records Office 



475 L'Enfamt PiAZA SW 

WashmotonDC 20260-4210 
(202) 266-2873 
Fax: (202)266-3337 
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Wegnar, Beverly J « Washington, DC 



wm 



From: 
S^nt: 

To: 
Subject 

Importance: 



Mcmahon, Jean - Rttsburgh. PA 
Friday. Januaiy 27, 2006 321 PM 
Wegner, Beveriy J - WaiMngbn, QC 
RE: Identity Scam 

High 





employee eervtoas contacted me today. lhadgpiB||BiHHMpmthefiriewfmmeii^ 
epoke* He wae very oonfrantetfonai and taehtrtat the postal sery/lceie making fra^^ 
and that if r^ company loees any businese at a result of our contact with empkjyeee regardh^ 
file a law suiL 
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It Ima been 1>rought 1o otn^ attoittim &at rsp^ 

hEve be^ aK»ilcitmg Ufc inauranco cm poetil premises. 

Thfisc individuals are not rtpRseoiatiires of Federal EmpLoyDcs Grcnip life Spstmnc^ 
*?EGLr% Hnd ai« iiot pcaimttod to «olicU or disti^^ 

Please be advised Umt xc^peesacitaliYes of En^loyee S^vice Diviaion may beer bustoess 
oaxda with ibe *TEGIJr' Ittdgiiia* fiieymBybiave lists of ensplayee^s nomca and addrewes 
inyDtr inslillatioQb md EEOU fi^cus. 

Bmployees should be cautioiwt sot to provide ttieir employee K) or PIN immber to my 
r^resentative of Hrnployee Setvioe DiviiioiL 



The Postal Service has a "l^o SoHctortim'' poUey lh«l proU^ 
property. Fortto.fbdenlr^uktknuptobil^aayftrntiofcoi^^ 
property mkss ttie vendor is under ooBlrKt ^pri^ 

proviflOMoftfaeRjDdo^b-SliqpperdAGt IJSonim^caaipudmmKyiMlun 
co n u cxi m g their conyany or proto Ctinmudpeoaltiasniaybe 

IbrvioUtioiL 



IM»«.« -* 



If ai^ enq)loyee fimiieibed faifbnnation to (fa^ 

i,ffipl>^yftff tft rhimgf l^'*^^^ FKW HT^^Mt^tiy, BmidoyeesmiiyoMtactHonuniResofareet 

at 412 3S9^7SS9 for aautaooo in dun^ fteb PIN. 



i^r *r 



ae'd SSSL GSE ZT^ 



33ir«kas misodsn 



Z2:fT SBK-Se-Wf 




iiDE—Document 3-3 Filed 06/08/2006 Page 1 4 of 51 



1 1 •• • 



Pttt»burBnpAiB2M-»421 






• »^ 




^m^^^mm 



• t 



pfiCsmJoCo^mLET 






* • 



i r 



» p 



i * 



r \ 



= > ^r 



1* 



»■ Jip 4, 



!•> 



;* 



''1 • 



; •. 



-V- 



■ 

Pl£A5E DaiVER-mEFOLLOWINO PA8ES 



To: 



ji^ u) 



« 



From: 



Q^,.^JrJ 



NuMBBR oi> PmiebOhcujdmq Co\«R): . /; 



«* 



FAX* 



S^' 



••m 



Comments: 



■ # 



• • 







r» ' r 




■^. 



.^ . % • 






f 'I . J 1- ' « 




^. 



■» • 



« • 



1. « 



I). 






^^i^ 







U^*l^^ 




/A^ 



;x;^ S=^— /:^^^fc 



:;r ^'^r:2!i^^»l2= ^wT^ 






Sk'iu 



X0'd s£s^ esc ST^ 



33iAaas TbiiSDd sn 



TZ;»x saez^^-fur 



Pacn i-nfi-nx/-nin9,q-inR Document 3-3 Filed 06/08/2006 Page 1 5 of 51 




MANA06MBKT 




HuMAHRESOORCgS 

ttfJiT^D STATES 
ROSmLSB^VlCt 



F/M3SIMILE Cov/ER Letter 



^^^^^^■^^^ 



Please DeuveRthe Following Pages 



FAX: 3L03l-<*OV»- 



NUMBER OF Pages (Including Cover): 



From 



475 L'Enfant Plaza SW 
Washington DC 20260-4210 

TEL: SiPd^- a-i^ef- »^i'7 

FAX: (202)268-3337 



:)^ 



comments: ^^njjt^ oj^x, ofxto «l Wa«^*>**^ oaa^ fju. *«^ Wxcijvn 
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EMPLOYEE SERVICE DIVISION 
UAF INCORPORATED 
FEGLI - SGLI - VGU 

DISABILITir AND PERMANENT SUPPLEMENT 
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EMPLOYEE SERVICE DIVISION 

UAF INCORPORATED 

FEGLI - SGLI - VGLI 

DISABILITY AND PERMANENT SUPPLEMENT SERVICES 

512 J. E RANDOPH RD 

SILVER SPRINGS MD 
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LAW OFFICES 

Kat?t. & Tahone 

A PARTNERSHIP CONSISTING OF PROFESSIONAL CORPORATIONS 

SUITE t2BO 
JOHN F. KARL, JR." »00 SEVENTEENTH STREET. N. W. 

C. MICHAEL TARONE* WASHINGTON, D.C, 20006 

WILLIAM P. FARLEY^t ^^^^^ 293-3200 

* ALSO ADMITTED IN NY FAX: (202) 4-29-1851 

t ALSO ADMITTED IN MD 
" ALSO ADMITTED IN FL 



March 22, 2006 



VIA U.S. FIRST CLASS MAIL AND FACSIMILE r202> 268-6187 

Mr. Anthony Alvemo, Esquire 

United States Postal Service 

Chief Counsel, Customer Protection and Privacy 

475 L'enfant Plaza, SW 

Washington, D.C. 20260 

aalvemo@email.usps . gov 



RE: FOIA REQUES DENIAL -APPEAL TO CHIEF COUNSEL, 

U.S. POSTAL SERVICE, 



Dear Mr. Alvemo: 

United America Financial, Incorporated, ("UAF") appeals the denial of the 
documents requested l?y UAF pursuant to the applicable federal regulations. UAF 
considered the March 9, 2006 letter from the Post Office as a denial of their request 
for records. A copy of the denial letter is attached as Exhibit "A." 

UAF states that the refusal of the Post Office to provide any documents which 
support a statement made on two of their websites is inconsistent with the FOIA. The 
Post Office's failure to conduct any investigation into this matter and provide the 
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Mr. Anthony Alvemo, Esquire 

United States Postal Service 

Chief Counsel, Customer Protection and Privacy 

March 22, 2006 

Page 2 of 5 



supporting documents for the making the statement on the websites about UAF is 
errroneous in that the documents exist and should be released. UAF asks that all 
documents supporting the Post Offices statement on their website that UAF is 
composed of identity thieves be provided immediately. A copy of the web page is 
attached here as Exhibit "B." 

UAF is also providing copies of the February 1 , 2006 FOIA request. A copy 
is attached here as Exhibit "C." The Post Offices March 3, 2006 letter claiming that 
they would delay in providing documents. A copy is attached as Exhibit D. UAF's 
March 6, 2006 letter to the Post Office. A copy is attached as Exhibit "E." UAF's 
March 15, 2006 letter to the Post Office is attached as Exhibit "F." 

UAF is appealing the Post Office's decision not to provide the requested 
documents because the documents obviously exist, including emails and supporting 
letters. 

On February 1, 2006, UAF submitted a request in accordance with the 
provisions of the Freedom of Information Act (FOIA), 5 U.S.C. 552, and the Postal 
Service's regulations implementing the FOIA at 39 CFR 265. 1 through 265.9 or the 
Privacy Act, 5 U.S.C, 552a and the Postal Service's regulations implementing the 
Privacy Act at 39 CFR 266. 1 through 266.9 in order to be provided with certain 
information pursuant to the above laws. 

More than 2Q business days later, on March 6, 2006, UAF received a response 
that "There will be a delay in responding to your letter as we are in the process of 
conducting appropriate file searches pertaining to your request." 

UAF understands that the USPS is able to respond to requests within the 
twenty working days time period set by the FOIA unless a request involves a time 
consuming search or review or a voluminous amount of records. The present matter 
does not involve a time consunung search or a voluminous amount of records. 

Page -2- 
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Mr. Anthony Alvemo, Esquire 

United States Postal Service 

Chief Counsel, Customer Protection and Privacy 

March 13, 2006 _ _ 

Page 3 

The FOIA provides, among other things, that: "[E]ach agency, upon any 
request for records w^hich (i) reasonably describes such records and (ii) is made in 
accordance with published rules stating the time, place, fees (if any), and procedures 
to be follov^ed, shall make the records promptly available to any person." 5 U.S.C. § 
552(a)(3)(A). UAF provided all that information on February 1 , 2006, your letter of 
March 3, 2006 does not deny that UAF complied v^ith this requirement. 



The FOIA creates a judicially-enforceable public right of access to govemment 
agency documents. 5 U.S.C. § 552. "The [FOIA] adopts as its most basic premise a 
policy strongly favoriiig public disclbsure of information in the possession of federal 
agencies." Maricopa Audubon Soc'y v. United States Forest Serv,, 108 F.3d 1082, 
1085 (9th Cir.1997). A govemment agency may only v^ithhold a document, or 
portions of a document, if the material falls v^ithin one of nine statutory exemptions 
listed in 5 U.S.C. § 552(b)(l)--(9). See id. As FOIA is founded upon a policy of 
broad disclosure of govemment documents, the statutory exemptions "must be 
narrow^ly Qonstrued." X/oAZ Raisins Inc. v. United States Dep't ofAgric, 354 F.3d 
1072, 1079 (9th Cir.2004) (quoting John Doe Agency v. John Doe Corp., 493 U.S. 
146, 152, 110S.Ct.471, 107 L.Ed.2d 462 (1989)). 

UAF requested all information concerning the document they attached to their 
request (the "Document") to the Postal Service. The Document has been published 
in various forms at: https://liteblue.usps.gov/news/link/2006jan27.htm and 
http://www.postalwateh>Qrg/. , ,ii h mh ^ 

On March 9, 2006, the United States Postal Inspection Service ("Postal 
Service") responded to UAF's February 1, 2006 request and denied any responsive 
documents existed. Specifically, the Postal Service responded that the Postal Service 
"has no records (electronic or paper) pertaining to the creation of the article." 

UAF requested all supporting documents to the document, all investigative 
documents for the Document. UAF requested all investigative notes for this 
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Mr. Anthony Alvemo, Esquire 

United States Postal Service 

Chief Counsel, Customer Protection and Privacy 

March 13, 2006 

Page 4 

Document and the date those notes were created. UAF requested that to be allowed 
inspection and copying of the public records, including, but not limited to letters, 
correspondence, tape recordings, notes, data, memoranda, reports, email, computer 
source and object code, technical manuals, technical specifications, or any other 
materials, held by the Postal Service. 

UAF requested all drafts of documents containing "UAF" and "Nigerian" and 
"identity thieves" which were created during January 2006. 

UAF informed the Postal Service, through M.R. Baxter, that postal 
workers/inspectors in Cleveland, Ohio have information conceming the requested 
information. UAF also informed the Postal Service that postal employees such as 
Barbara Simone, (724) 327-4462, 3263 Woodhaven Drive, Murrysville, PA 15668 
has information conceming the decision to inform people that UAF was composed 
of "Nigerian Ident;ity Thieves." 

UAF also informed the Postal Service that Postal employees TERENCE C. 
SULLIVAN 3 V57uF.almoMth> Road Shaker Heights, Ohio 44122-2844; LARRY 
JONES 2400 Orange Avenue Cleveland, Ohio 44 1 1 -9997; and DEBBI EPPS, 425 9 
Quarry Road New Albany, Indiana 47 1 50-9237 are each Hkely have information that 
has been requested by UAF, 

UAF appeals the Postal Service's decision not to search for documents, 
interview their employees and provide the documents to UAF as is required under the 
FOIA. UAF asks'that the information they requested be produced immediately. 

UAF understands that disclosure of investigation documents are limited only 
to the extent that the production of such law enforcement records or information 
"could reasonably be expected to constitute an unwarranted invasion of personal 
privacy" or could reasonably be expected to "disclose the identity of a confidential 
source, including a State,, local, Qr foreign agency or authority or any private 
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Mr. Anthony Alvemo, Esquire 

United States Postal Service 

Chief Counsel, Customer Protection and Privacy 

March 13, 2006 

Page 5 

institution which furnished information on a confidential basis, and, in the case of a 
record or information compiled by criminal law enforcement authority in the course 
of a criminal investigation or by an agency conducting a lawful national security 
intelligence investigation, information fumished by a confidential source." 5 U.S.C. 
§ 552(b)(7)(C) & (D); Wiener v. FBI, 943 F.2d 972, 983-84 (9th Cir.1991). Before 
the USPS may invoke these exemptions, the govemment has the burden of proving 
"the existence of such a compilation for such a purpose." John Doe Agency v. John 
Doe Corp., 493 U.S. 146, 152, 110S.Ct.471, 107 L.Ed.2d 462 (1989). 

If any documents are withheld, the USPS "must provide non-conclusory 
reasons why disclosure would risk circumvention of the law." (holding that the 
Securities and Exchange Commission failed to present specific evidence that 
disclosure of agency records related to the Commission's investigation of plaintiff 
deal-brokers and their business would result in the circumvention of federal securities 
laws) Feshbach v. Sees, andExch. Common, 5 F.Supp.2d 774, 788 (N.D.Cal.l997). 

We ask that the requested documents be immediately disclosed. Please provide 
all documents and email correspondence as they are found, including the 
correspondence provided, to. thCiWieb master for www.postalwatch.org and 
www.liteblue.usps.gov. These documents should be readily available in electronic 
format and easily found. 



Thank you.i 



i\'\ \i 



I. l-| M '■> ■, I ll'l ■ ■ 



.Sincerely, 




William P. Farley 



cc: United America Financial, Incorporated 
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UNrTED States Postal Inspection Service 



Office of Counsel 



March 9, 2006 



Mr. William P. Farley 

Karl & Tarone 

900 17th Street. NW, Suite 1250 

Washington, DC 20006-2517 

RE: FOIA No, 2006-FPIS-00133 

Dear Mr. Farley: 

This is in reference to your letter dated February 1 , 2006, requesting, pursuant to the 
Freedom of Infomriation/Privacy Acts, access to certain records that may be in the custody of 
the U.S. Postal Inspection Service regarding the USPS News Link article "4 Dropped PIN," 

In response to your fax of March 6, your initial FOIA request dated February 1 , 2006, was 
received by the Inspection Service's FOIA staff on March 1 . 2006. The FOIA states that, 
''Until an agency (or the proper component of that agency) receives a FOIA request, it is not 
obligated to search for responsive records, meet time deadlines, or release any records." 
On March 3, our office sent you an acknowledgment letter infomrting you of our delay in 
processing your request due to the time involved in conducting a search for responsive 
records of any format (electronic, paper format, etc.). 

A search of Postal Inspection Service files disclosed no investigation was conducted 
concerning this, subject. In addition, I have been advised by Postal Inspector John Soos that 
he was not inW>lved in the creation of the article and has no records (electronic or paper) 
pertaining to the creation of the article. 

In the event you treat this letter as a denial of your request for records, you have the right to 
appeal this denial by writing to the C/i/ef Counsel, Customer Protection and Privacy, U.S. 
Postal Service, 475 UEnfant Plaza, SW, Washington, DC 20260, within 30 days of the 

date of this letter. The letter of appeal should include a statement about the actkxi or failure 
to act being appealed, the reasons why It is believed to be erroneous, and the relief sought, 
along with copies of your original request, this tetter, and any other related correspondence. 



Sincerely. 



I v.* i. ■ . t, > I 



M. R. Baxter 

Information Disclosure Technician 

Enclosure 

1735 K LYNN STREET. ROOM 4039 
ARUNGTON. VA 22200-40S9 

TELEPHONE: 703-292-4041 
FAX: 703-292-4063 
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FREEDOM OF INFORMATION ACT 



APPEAL PROCEDURE (Title 39, Code of Federal Regulations, Part 265) 

If a request to inspect or copy a record is denied, or a request for expedited 
processing of a request, is denied, in whole or in part; if no determination is made 
within the period prescribed by this part; or if a request for waiver of fees is not 
granted; the requester may appeal to the Chief Counsel, Customer Protection and 
Privacy, U.S. Postal Service, 475 LTnf ant Plaza, SW, Washington, DC 20260. 

The requester shall submit his appeal in writing within 30 days of the date of the 
denial or of the other action complained of, or within a reaseneWe time if the appear* 
is from a failure of the custodian to act. The Chief Counsel may, in his discretion, 
consider late appeals. 

In the event of the denial of a request or of other action or failure to act on the part 
of a custodian from which no appeal is taken, the Chief Counsel may, if he 
considers that there is doubt as to the correctness of the custodian's action or 
failure to act, review the action or failure to act as though an appeal pursuant to 
this section had been taken. 

A letter of appeal should include, as applicable: 

* 

a. A copy of the request, of any notification of denial or other action, and of 
any other related correspondence; 

b. A statement of the action, or failure to act, from which the appeal is taken; 

c. A statement of the reasons why the requester believes the action or failure 
to act is erroneous; and 

d. A statement of the relief sought. 

ACTION ON APPEALS 

The decision of the Chief Counsel or his designee constitutes the final decision of 
the Postal Service on the right of the requester to inspect or copy a record. The 
decision will normally be made within twenty working days from the time of the 
receipt by the Chief Counsel. The twenty day response period may be extended by 
the Chief Counsel or his designee for a period not to exceed an additional ten 
working days when reasonably necessary to permit the proper consideration of an 
appeal, under one or more of the unusual circumstances set forth in part 265.7. 
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JOHN F. KARL, JR.* 
C. MICHAEL TARONC* 
WILLIAM P. rA«LCY*t 

* ALSO ADMITTED IN NY 
t ALSO ADMITTED IN MO 
' ALSO ADMITTED IN FL 



LAW OFFTCCS 

Kahx & Tasone 

A PAfrtNCHSHIP CON81STIN0 OF PftOPCMlONAL CORPORATION© 

SUITC USD 
•OO aCVCNTCtNTH STREET. N. W. 
WA^uiMATnM ri c. ^OOO^ 

(208) 293-3200 
FAX: (20a) 429-1651 



February 1,2006 



VIA U.S. HRST CLASS MAIL 

Robert J, Faruq, Sr. 

Records Officer 

United Slates Postal Service 

475 L' Enfant Plaza SW, Room 5846 

Washington, DC 20260-5846 

James Rowan, Jr. 

Acting Chief Postal Inspector 

United States Postal Service 

475 L'Enfant Plaza SW, Room 3100 

Washington, DC 20260-2100 



RE: FOIA REQUEST 



Dear Sirs; 



'w) 



( tki ■ . V 



I am requesting the names of all people responsible for creating the attached document 
(the "Document**). The Document has been published in various forms at: 
https://liteblue,usps.gov/ne>ys/Unk/2006jan27.htm and http://www.Dostalwatch.oru/. 

I am requesting all supporting documents to the document, all investigative documents 
for the Document. I am requesting all investigative notes for this Document and the date those 
notes were created. I am requesting that you allow inspection and copying of the public records. 
including, but not limited to letters, correspondence, tape recordings, notes, data, memoranda, 
reports, email, computer source and object code, technical manuals, technical specifications, or 
any other materials, held by the Postal Service. 
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We have been informed a Mr. Soos was involved in creating this Document and his 
phone number is (202) 268-4473. We would like all drafts of documents containing "UAF" and 
"Nigerian" and "identity thieves" which were created during January, 2006. 

I agree to pay all reasonable fees for these documents up to $200. 

Please provide all documents andemaiJ correspondence sent to any person publishing the 
below Document. 

Thank you. 



^ u 



•_ c J t ] r k 



Sincerely^ 



/" 



\ 
\ 

\ 



\ i 



/ V ) •' 



\j /;'..'- — \ 



William P. Farley 
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A dropped PIN 

Nigerian identity thieves targeting USPS employees 

There's a new identity theft scam on the rise — and this one directly targets USPS employees. 

(OFEGLI) have been asking employees for their Social Security numbers. Employee IDs and 
USPS PINs. This group surfaced in Pittsburgh under the name Employee Services Division, 
UAF, and is distributing business cards claiming to represent FEGLI and are based in Silver 
Springs, MD. If anyone matching this description contacts you, call your local Inspection Service 
office immediately. 

Anyone claiming to represent OFEGLI and asking for access to a USPS facility should not be 
allowed on the premises — OFEGLI doesn't solicit employees! Never divulge your USPS PIN to 
anyone and only provide your Social Security nimiber and Employee ID when you're using it for 
an official purpose, such as on PostalEASE or filing a health benefits claim. 

If you believe your USPS PIN has been compromised, you can establish a new one by calling the 
employee service line at 877-477-3273 (877-4PS-EASE) and pressing 3. You'll be prompted for 
your Social Security number, your current USPS PIN and then prompted to select a new 4-digit 
USPS PIN. 
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JOHN F. KARU JR.* 
C. MICHAEL TARONC^ 
WILLIAM P. FARLEY •? 

* ALSO ADMITTED IN NY 
t ALSO ADMITTED IN MD 

• ALSO ADMITTED IN FL 



LAWOFFICC8 

EABXi & Tahons 

A PARTNERSHIP CONSIVTINO OF PROFCMIONAL CORPORATIONS 

SUITE ISSO 
•OO SEVENTEENTH STREET. N. W. 
WAAUiKirkTrhu n r> • 



(202) 

FAX: (202) 429*1851 



February 1,2006 



VIA U.S. FIRST CLASS MAIL 

Robert J. Faruq, Sr. 

Records Officer 

United States Postal Service 

475 L^Enfant Plaza SW, Room 5846 

Washington, DC 20260-5846 

James Rowan, Jr. 

Acting Chief Postal Inspector 

United States Postal Service 

475 L'Enfant Plaza SW, Room 3100 

Washington, DC 20260-2100 



REt FOIA REQUEST 



Dear Sirs: 



X I4A11 t W\f «*^in«»*»*^ »aA^^ 



.f -11 ^^1^ _^.i..^.».MlWlA C^^ A«>An+«Mr» fViA rktffir»V%tiA Ar\nttTr%^nf 



(the "Document"). The Document has been published in various forms at: 
https://liteblue.usps.gov/news/link/2006jan27.htm and httn://www.Dostalwatch.orB/. 

I am requesting all supporting documents to the document, all investigative documents 
for the Document. I am requesting all investigative notes for this Document and the date those 
notes were created. I am requesting that you allow inspection and copying of the public recotdv 
including, but not limited to letters, correspondence, tape recordings, notes, data, memoranda, 
reports, email, computer source and object code, technical manuals, technical specifications, or 
any other materials, held by the Postal Service. 
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Wc have been infonned a Mr. Soos was involved in creating this L)e>cuincnt and his 
phone number is (202) 268-4473. We would like all drafts of documents containing "UAF" and 
"Nigerian" and '^identity thieves*' which were created during Januar>, 2006. 

I agree to pay all reasonable fees for these documents up to $200. 

Please provide all documents and email correspondence sent to any person publishing the 
below Document. _ 

Thank you. 



Sincerely, 
William p. Farley 



iJ 




f A V 



f 1 • ''X 
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A dropped PIN 

Nigerian identity thieves targeting USPS employees 

There's a new identity theft scam on the rise — and this one directly targets USPS employees. 

i>ii^ciiini;> pu5iii^ a:i icprc2>ciii<tiivcs oi uie v^xiicc oi reuerai employees vjroup Liie insurance 
(OFEGLI) have been asking employees for their Social Security numbers. Employee IDs and 
USPS PINs. This group surfaced in Pittsburgh under the name Employee Services Division, 
UAF, and is distributing business cards claiming to represent FEGLI and are based in Silver 
Springs, MD. If anyone matching this description contacts you, call your local Inspection Service 
ofRcc immediately. 

Anyone claiming to represent OFEGLI and asking for access to a USPS facility should not be 
allowed on the premises — OFEGLI doesn't solicit employees! Never divulge your USPS PIN to 
anyone and only provide your Social Security number and Employee ID when you're using it for 
an official purpose, such as on PostalEASE or filing a health benefits claim. 

If you believe your USPS PIN has been compromised, you can establish a new one by calling the 

your Social Security number, your current USPS PIN and then prompted to select a new 4-digit 
USPS PIN. 



-.. - I n*. J : . 'j-Fi I . , ..; . I --l Jt V- 
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< Blue < LiteBlue 



^iSPS 
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NEWS 




The Online News Source For Postal Employees. 



Browse News Archive » 



Browse "Did You Know?" Archive » 



Search 



■■■■ ■■ - * t 

SSivJ 



Links 

■ News & Stamp Releases on usps.com 

■ Setting the Record Straight 

■ Employee Deals 

■ USPSNEWS HardCopy 

■ Postal Bulletin 

Get USPSNEWS Link In your mailbox. 
Ask for it at uspsUnk@usps,gov 



in This issue... 

January 2 7. 2006 

■ My Desktop Post Office 

An online shortcut to USPS.com 

■ A dropped PIN 

Nigerian identity thieves targeting USPS employees 

■ Delivery delivers! 

Fishers, IN, Post Office and Fredericksburg, VA, branch 
wln"Best of the Best" 

■ IT Tip 

Waste management 

■ Did You Know? 

■ Quotable Quotes 

Directly to where they want to be 

■ Postscripts 

Field Updates with Pat Donahoe • The art of the stamp 

■ Mallbag 

APCs show forward-thinking Postal Service 

■ Newsstand 

Hattie McDaniel honored on stamp 



Hi News Archives » 



My Desktop Post Office 

An online shortcut to USPS.com 



Introducing — l^y Desktop Post Office, an oniine shortcut 
to the USPS.com features used most by small businesses. 

My Desktop Post Office gives customers one-click access 
to print shipping labels, request a carrier pickup — even 
create Direct Mail. And, because It's customizable, 
customers can add or remove features to suit their needs. 

My Desktop Post Office can be downloaded at: 
usps, com/smartbusiness on USPS.com. CDs were sent by 
Direct Mail to 600,000 small business customers, and My 
Desktop Post Office is being promoted in a variety of print, 
broadcast, electronic and online ads — and in a test of 
coffee cup sleeve and pizza box ads. My Desktop Post 
Office messages will appear at selected independent coffee 
shops in Boston, San Francisco and Washington, DC, and 
on pizza boxes In Chicago, Detroit and New Yorlc. 

To see print and digital ad samples, go to: 

blue, us ps. gov/ advertislna and scroll down to "Advertising 

Reference." 




■T;"5^ 
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Aas reawnng My Desktop Host 
Office wll appear in publications 



t-*A lfA'4 11 



Case 1 :06-cv-01 023-JDB Document 3-3 Filed 06/08/2006 Page 36 of 51age 2 of 4 



Back To Top ^'^^ Fortune Small Business, Fast 
Company and Wired magazines. 



A dropped PIN 

Nigerian identity thieves targeting USPS employees 

There's a new identity theft scam on the rise — and this one directly targets USPS employees. 

Nigerians posing as representatives of the Office of Federal Employees Group Life Insurance 
(QFEGLI) have been asking employees for their Social Security numbers, Employee IDs and USPS 
PINs. This group surfaced in Pittsburgh under the name Employee Services Division, UAF, and 
is distributing business cards claiming to represent FEGLI and are based in Silver Springs, MD. if 
anyone matching this description contacts you, call your local Inspection Service office 
immpdiately. 

Anyone claiming to represent OFEGLI and asking for access to a USPS facility should not be 
allowed on the premises — OFEGLI doesn't solicit employees! Never divulge your USPS PIN to 
anyone and only provide your Social Security number and Employee ID when you're using it for 
an official purpose, such as on PostalEASE or filing a health benefits claim. 

If you believe your USPS PIN has been compromised, you can establish a new one by calling the 
employee service line at 877-477-3273 (877-4PS-EASE) and pressing 3. You'll be prompted for 
your Social Security number, your current USPS PIN and then prompted to select a new 4-digit 
USPS PIN. 

Back To Too 



Delivery delivers! 

Fislners, IN, Post Office and Fredericksburg, VA, brancii win 
^^Bestof the Best" 

We have two new winners for this week's "'Best of the Best" awards. Great Lakes Area reeled in 3 
winner by nominating the Fishers, IN, Post Office for the EAS 22 and above category. A fast- 
growing community with a potential delivery growth rate of 6.4% compared to same period last 
year, Fishers has an 87.5% DPS percentage and great office and street productivity. 

Capital Metro is on a streak, capturing back-to-back wins in the EAS 21 and below category. This 
week's winner, the Falmouth Branch office, comes from the historic city of Fredericksburg, VA, 
Falmouth Branch demonstrated outstanding office and street productivity and achieved an 81.3% 
DPS percentage. 

Congratulations to all employees in the Fishers and the Falmouth offices. Click here to see a 
co mplete lis t of nominees. 

Back To Top 



IT Tip 

Waste management 



Ready to delete a block of outdated or unwanted e-mails? Hold down the shift key and click on the 
last message in the group of e-mails you want to delete. This will highlight the whole bunch. Press 
the Delete key and they're all gone. If you want to just get rid of a select few, click the first 
message you want to dispose of and then hold down the Ctrl key. Click the next message and so 
on. Once you have highlighted the selected messages, press Delete and say goodbye. 

Say goodbye to unwanted e-mails and hello to IT tips at: it-tips.usps.gov . 

Back To Top 



https ://liteblue.usps.gov/news/link/2006j an27 .htm 3/22/2006 
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Did You Know? 




Back To Top 



Quotable Quotes 



"'My Desktop Post Office gives customers an oniine stiortcut directly to where they want to be on 
USPS.com. It's another demonstration of our commitment to make doing business with the Postal 
Service as f^st and easy as possible. "" 
— Chief Marketing Officer Anita Bizzotto. 



Back To Top 



Postscripts 




FIELD UPDATES WITH PAT DONAHOE. Deputy Postmaster 

General and Chief Operating Officer Pat Donahoe addresses 

service and budget issues in the latest broadcast of Field 

Updates airing Wednesday, Feb. 1 at 2 p.m. ET on PSTN 17 

and USPS-JV On Demand. During the 25-minute show, 

Donahoe discusses the importance of managing the 24-hour 

dock — and gives solutions and timelines on how to do it 

successfully. Managers are encouraged to watch the program 

and share the information with all employees. PEDCs are 

asked to record the program for distribution to offices not able 

to receive the broadcast. To see if your site is able to receive 

USPS-JV On Demand at the desktop, click blue. usps. gov/pac/uspstv/ and select ''Is Your Site Ablp 

to View USPS-JV On Demand!" 

"*THE ART OF THE STAMP." The Midwestern Museum of American Art in Eikhart, 
;[N, is hosting an exhibit through Feb. 26 featuring behind-the-scenes looks at 
^5ome high-profile stamps. The exhibit also displays rarely seen original artwork 
Ijy such notable artists as Norman Rockwell, whose City Mail Delivery is a timeless 
iTibute to the Postal Service, For more information on the exhibit, visit 
http://midwestmuseum. us . Click on "Current Events/' then 'The Art of the 
Stamp." 
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Mailbag 



George Ensinger, Queens P&DC^ Flushing, NY: I recently had two occasions to use the APC at 
my local Post Office. The instructions are clear and easy to follow. It showed me the label It was 
going to print and asked If it would fit on the package. This is the kind of "thinking through" that 
makes a self-serve system work. It's a great service! 

Have a question? A comment? Write to us at uspsUnk@usps.gov. 
Be sure to include your topic in f/ie subject fine. 

Back To Top 



Newsstand 

HATTIE MCDANIEL HONORED ON STAMP, Associated Press, Los Angeles Times, USA Today 
and other media outlets report that the Hattle McDanlel stamp — the 29th in the Black Heritage 
series — was dedicated Wednesday by USPS Board of Governors Chairman James Miller in Beverly 
Hills, CA. McDaniel was the first African American to win an Academy Award for her role in "Gone 
With the Wind." 'The Postal Service is proud to salute the life and extraordinary legacy of Hattie 
McDanlel," said Miller, who was joined by McDaniel's nephew, Edgar Goff, and other family 
members. 

Back To Top 
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United States Postal Inspection Service 



Office of Counsel 



March 3, 2006 



Mr. William P. Farley 

Karl & Tarone 

900 17th Street, NW. Suite 1250 

Washington, DC 20006-2517 

RE: FOIA No. 2006-FPIS-00133 

Dear Mr. Farley: 

This will acknowledge receipt of your letter dated February 1 , 2006, requesting, 
pursuant to the Freedom of Infomnation/Privacy Acts, access to certain records that 
may be in the custody of the U.S. Postal Inspection Service pertaining to the article. 

There will be a delay in responding to your letter as we are in the process of 
conducting appropriate file searches pertaining to your request. 

As information, it is our policy to process requests for access to Postal Inspection 
Service records on a first-in. first-out basis. We will be in contact with you as soon 
as possible concerning this matter. 

Sincerely, 



>./€: 




M. R. Baxter 

Information Disclosure Technician 



1735 N. LYNN STREET, ROOM 4039 
ARLINGTON. VA 22209-4039 
TELEPHONE; 703-292^K}41 
FAX: 703-2924083 



Case 1 :06-cv-01 023-JDB Document 3-3 Filed 06/08/2006 Page 41 of 51 



EXHIBIT E 



Case 1 :06-cv-01 023-JDB Document 3-3 Filed 06/08/2006 Page 42 of 51 



JOHN F. KARU JR." 



LAW OFFICES 

Kahx & Tahone 

A PARTNERSHIP CONSISTING OF PROFESSIONAL CORPORATIONS 

SUITE I250 
aOO SEVENTEENTH STREET, N. W. 

C. MICHAEL TARONE* WASHINGTON, D.C. 20006 

WILLIAM P. FARLEY*t (202) 293-3200 

FAX: (202) 429-1851 

* ALSO ADMITTED IN NY rr^-rv. vi-w*- 

t ALSO ADMITTED IN MD 
° ALSO ADMITTED IN FL 

March 6, 2006 

VIA FACSIMILE (703) 292-4083 

M.R. Baxter 

Information Disclosure Technician 
United States Postal Service 
1735 N, Lynn Street, Room 4039 
Arlington, Virginia 22209 



RE; FOIA REQUEST - 2006-FyiS-00l31 



Dear M.R. Baxter: 



On February 1, 2006, UAF filed a Freedom of Information Act Request seeking the names 
of all people responsible for creating the attached document (the ''Document"). The Document has 
been published in various forms at: https://liteblue.usps.gov/news/link/2006jan27.htm and 
http://www.postalwatch.org/. More than 20 business days later, on March 6, 2006, we received a 
response that *'There will be a delay in responding to your letter as we are in the process of 
conducting appropriate file searches pertaining to your request." As most of the information is 
available in electronic format, we do not understand the USPS's response. 

UAF understands that the USPS is able to respond to requests within the twenty working 
days time period set by the FOIA unless a request involves a time consuming search or review or a 
voluminous amount of records. This present matter does not involve a time consuming search or 
a voluminous amount of records. Please provide us the USPS searches to date. 

The FOIA provides, among other things, that: *'[E]ach agency, upon any request for records 
which (i) reasonably describes such records and (ii) is made in accordance with published rules 
stating the time, place, fees (if any), and procedures to be followed, shall make the records promptly 
available to any person." 5 U.S.C. § 552(a)(3)(A). UAF provided all that information on February 
1, 2006, your letter of March 3, 2006 does not deny that UAF complied with this requirement. 

The FOIA creates a judicially-enforceable public right of access to government agency 
documents. 5 U.S.C. § 552. "The [FOIA] adopts as its most basic premise a policy strongly favoring 
public disclosure of information in the possession of federal agencies." Maricopa Audubon Socy v. 
United States Forest Serv., 108 F.3d 1082, 1085 (9th Cir,1997). A government agency may only 



Case 1 :06-cv-01 023-JDB Document 3-3 Filed 06/08/2006 Page 43 of 51 



withhold a document, or portions of a document, if the material falls within one of nine statutory 
exemptions listed in 5 U.S.C. § 552(b)(l)"(9). See id. As FOIA is founded upon a policy of broad 
disclosure of government documents, the statutory exemptions "must be narrowly construed." Lion 
Raisins Inc. v. United States Dep't ofAgric, 354 F.3d 1 072, 1079 (9th Cir.2004) {quoting John Doe 
Agency v. John Doe Corp,, 493 U.S. 146, 152, 110 S.Ct. 471, 107 L.Ed.2d 462 (1989)). 

Pursuant to 39 CFR Parts 262 and 265, we understood a response would be forthcoming in 
within 20 business days. If we have misunderstood the statute and the time requirements, please let 
us know. We also ask for a full report of the investigation done to date. 

We also understand that disclosure of investigation documents are limited only to the extent 
that the production of such law enforcement records or information "could reasonably be expected 
to constitute an unwarranted invasion of personal privacy" or could reasonably be expected to 
"disclose the identity of a confidential soiu'ce, including a State, local, or foreign agency or authority 
or any private institution which furnished information on a confidential basis, and, in the case of a 
record or information compiled by criminal law enforcement authority in the course of a criminal 
investigation or by an agency conducting a lawful national security intelligence investigation, 
information furnished by a confidential source," 5 U.S.C. § 552(b)(7)(C) & (D); Wiener v. FBI, 943 
F.2d 972, 983-84 (9th Cir.1991). Before the USPS may invoke these exemptions, the government 
has the burden of proving "the existence of such a compilation for such a purpose." John Doe Agency 
V. John Doe Corp,, 493 U.S. 146, 152, 1 10 S.Ct. 471, 107 L.Ed.2d 462 (1989). 

If any documents are withheld, the USPS "must provide non-conclusory reasons why 
disclosure would risk circumvention of the law." (holding that the Securities and Exchange 
Commission failed to present specific evidence that disclosure of agency records related to the 
Commission's investigation of plaintiff deal-brokers and their business would result in the 
circumvention of federal securities laws) Feshbach v. Sees, andExch. Common, 5 F.Supp.2d 774, 
788(N.D.Cal.l997). 

We ask that the requested documents be immediately disclosed. Please provide all 
documents and email correspondence as they are found, including the correspondence provided to 
the web master for www.postalwatch.org and www.liteblue.usps.gov. These documents should be 
readily available in electronic format and easily found. 



Thank you. 



Sincerely, 




UNITED AMERICA FINANCI/^ 
INCORPORATED by 

William P. Farley 



Robert J. Faniq, Sr. 202-268-4860 

James Rowan, Jr, - 202-268-4860 
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A dropped PIN 

Nigerian identity thieves targeting USPS employees 

There's a new identity theft scam on the rise — and this one directly targets USPS employees. 

Nigerians posing as representatives of the Office of Federal Employees Group Life hisurance 
(OFEGLI) have been asking employees for their Social Security numbers. Employee IDs and 
USPS PINs. This group surfaced in Pittsburgh under the name Employee Services Division, 
UAF, and is distributing business cards claiming to represent FEGLI and are based in Silver 
Springs, MD. If anyone matching this description contacts you, call your local hispection Ser\ice 
office immediately. 

Anyone claiming to represent OFEGLI and asking for access to a USPS facility should not be 
allowed on the premises — OFEGLI doesn't solicit employees! Never divulge your USPS PIN to 
anyone and only provide your Social Security number and Employee ID when you're using it for 
an official purpose, such as on PostalEASE or filing a health benefits claim. 

If you beheve your USPS PIN has been compromised, you can establish a new one by calling the 
employee service line at 877-477-3273 (877-4PS-EASE) and pressing 3. You'll be prompted for 
your Social Security number, your current USPS PIN and then prompted to select a new 4-digit 
USPS PIN. 
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Law Offices 

Karl & Tarone 

900 Seventeenth Street, N.W, 

Suite 1250 

Washington, D.C. 20006 

(202) 293-3200 
(202) 4294851 (fax) 



John F. Karl, Jr. 
C. Michael Tarone* 
William P, Farley*+ 

* also admitted in New York 
+ also admitted in Maryland 
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LAW OFFICES 

Karl & Tahone 

A PARTNERSHIP CONSISTING OF PROFESSIONAL CORPORATIONS 

SUITE I2BO 
JOHN F. KARU JR.^ eoO SEVENTEENTH STREET. N. W. 

C. MICHAEL TARONE* WASHINGTON. D.C. 2CX>Oe 

WILLIAM P. FARLEY't (202) 293-3EOO 

-ALSO ADMITTED iN NY FAX: (202) A23-I85I 

t ALSO ADMITTED IN MD 
** ALSO ADMITTED IN FL 



March 15, 2006 



VIA FACSIMILE (202> 292-4083 

M.R. Baxter 

Information Disclosure Technician 
United States Postal Service 
1735 N. Lynn Street, Room 4039 
Arlington, Virginia 22209 



RE: UAF FOIA REQUEST OF FEBRUARY 1, 2006 



Dear Ms. Baxteii:> ,~-t\/\ >n> 40 - - 

It was a pleasure speaking with you on the phone today. As I explained, United 
America Financial, Incorporated, ("UAF") requests reconsideration of the denial to 
deny documents requested by UAF pursuant to the applicable federal regulations. On 
February 1, 2006, UAF submitted a request in accordance with the provisions of the 
Freedom of Information Act (FOIA), 5 U.S.C. 552, and the Postal Service's 
regulations implementing the FOIA at 39 CFR 265.1 through 265.9 or the Privacy 
Act, 5 U.S.C. 552a and the Postal Service's regulations implementing the Privacy Act 
at 39 CFR 266.1 through 266.9 in order to be provided with certain information 
pursuant to the above laws. 
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M.R. Baxter 

Information Disclosure Technician 

United States Postal Service 

March 15, 2006 

Page 2 



More than 20 business days later, on March 6, 2006, UAF received a response 
that "There will be a delay in responding to your letter as we are in the process of 
conducting appropriate file searches pertaining to your request/' 

The FOIA provides, among other things, that: "[E]ach agency, upon any 
request for records which (i) reasonably describes such records and (ii) is made in 
accordance with published rules stating the time, place, fees (if any), and procedures 
to be followed, sHall imke^the records promptly available to any person." 5 U.S.C. § 

552(a)(3)(A). 

The FOIA creates a judicially-enforceable public right of access to govemment 
agency documents. 5 U.S.C. § 552. "The [FOIA] adopts as its most basic premise a 
policy strongly favoring public disclosure of information in the possession of federal 
2igtncics,l\ Mai;icQpa^dMdvboj^ United States. Forest Serv,, 108 F.3d 1082, 

1085 (9th Cir.1997). A govemment agency may only withhold a document, or 
portions of a document, if the material falls within one of nine statutory exemptions 
listed in 5 U.S.C. § 552(b)(l)--(9). See id As FOIA is founded upon a policy of 
broad disclosure of govemment documents, the statutory exemptions "must be 
narrowly construed." Lion Raisins Inc. v. United States Dep't ofAgric, 354 F.3d 
1072, 1079 (9th Cir.2004) (quoting John Doe Agency v. John Doe Corp., 493 U.S. 
146, 152, 110S.Gti471, 107 L,Ed.2d 462 (1989)). 

On March 9, 2006, the United States Postal Inspection Service ('Tostal 
Service") responded to UAF*s Febmary 1, 2006 request and denied any responsive 
documents existed. Specifically, the Postal Service responded that the Postal Service 
"has no records (electronic or paper) pertaining to the creation of the article." 



i i.i t( I f i 



UAF requested all information concerning the document they attached to their 
request (the "Document") to the Postal Service. The Document has been published 



V » i 
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in various forms at: https://liteblue.usps.gov/news/link/2006jan27.htm and 
http://www.postalwatch.org/. UAF requests documents that were used to create this 
web page, were provided to the person creating the web page, and all documents that 
were considered prior to publishing the web page. 

UAF requested all supporting documents to the document, all investigative 
documents for the Document. UAF requested all investigative notes for this 
Document and the date those notes were created. UAF requested that they be allowed 
inspection an<J, copying of the public records, including, but not limited to letters, 
correspondence, tape recordings, notes, data, memoranda, reports, email, computer 
source and object code, technical manuals, technical specifications, or any other 
materials, held by the Postal Service. 

UAF requested all drafts of documents containing "UAF" and "Nigerian" and 
"identity thieves" which were created during January 2006. 

UAF informed the Postal Service that postal workers/inspectors in Cleveland, 
Ohio have information concerning the requested information. UAF also informed the 
Postal Service that postal employees such as Barbara Simone, (724) 327-4462, 3263 
Woodhaven Drive, Murrysville, PA 15668 has information conceming the decision 
to inform people that UAF was composed of "Nigerian Identity Thieves." 

UAF also informed the Postal Service that Postal employees TERENCE C. 
SULLIVAN 3157 Falmouth Road Shaker Heights, Ohio 44122-2844; LARRY 
JONES 2400 Orange Avenue Cleveland, Ohio 44101-9997; and DEBBI EPPS, 4259 
Quarry Road New Albany, Indiana 47 1 50-9237 are each likely have information that 
has been requested by UAF. Specifically, they will have documents from and 
conceming UAF employees, including Kwame Floyd. 
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UAF appeals the Postal Service's decision not to search for documents, 
interview their employees and provide the documents to UAF as is required under the 
FOIA. UAF asks that the information they requested be produced immediately. 

UAF understands that disclosure of investigation documents are limited only 
to the extent that the production of such law enforcement records or information 
"could reasonably be expected to constitute an unwarranted invasion of personal 
privacy" or could reasonably be expected to "disclose the identity of a confidential 
source, including a State, local, or foreign agency or authority or any private 
institution which fumished information on a confidential basis, and, in the case of a 
record or information compiled by criminal law enforcement authority in the course 
of a criminal investigation or by an agency conducting a lawful national security 
intelligence investigation, information fumished by a confidential source." 5 U.S.C. 
§ 552(b)(7)(C) &P); Wiener v, FBI, 943 F.2d 972, 983-84 (9th Cir.1991). Before 
the USPS may invoke these exemptions, the govemment has the burden of proving 
"the existence of such a compilation for such a purpose." John Doe Agency v. John 
Doe Corp,, 493 U.S. 146, 152, 110 S.Ct. 471, 107 L.Ed.2d 462 (1989). 

If any documents are withheld, the USPS "must provide non-conclusory 
reasons why disclosure would risk circumvention of the law." (holding that the 
Securities and Exchange Commission failed to present specific evidence that 
disclosure of agency records related to the Commission's investigation of plaintiff 
deal-brokers and their business would result in the circumvention of federal securities 
laws^ Feshbach v. Sees. andExck Common. 5 F.SuDD.2d 774, 788 (N.D.Call997), 

We ask that the requested documents be immediately disclosed. UAF agreed 

fr\ t^oTr oil *'Cfcoc'rM-ioV\lo -fVaiao -fXi- +V*oco rirtr*iit*M/arif c nr\ fr\ V /(III 

'"X — wf - r. --^^-r^-- ------ J, 

Please provide all documents and email correspondence as they are found, 



V 1. 
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including the correspondence provided to the web master for www.postalwatch.org 
and www.liteblue.usps.gov. These documents should be readily available in 
electronic format and easily found. 

Thank you. 



Sincerely, 



/s/ 



WiUiam P. Farley 



cc: United America Financial, Incorporated 
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